JIECTPYKTUBHOE BO3JENCTBHUE HA JINYHOCTH B CETU
«UHTEPHET»: BUAbI U OTJIUYIUSA. KUBEPBYJIJIMHI:
XAPAKTEPUCTHUKHU U OCHOBHBIE THIIbBI

Kg6ep6y.r1.rmnr, KHOepTPOJIMHT, KHOePAYTHHTI, KHOEPCTAJIKHHTI:
) ' MOHSITHS H OTJIHYHS.

['oBopst 0 cTONb ONM3KUX MOHATHAX, KaK KHOEpOYJUIMHT, KUOSPTPOJUIUHT,
KUOepayTHHT, KHOEPCTAJIKUHI OTMETHM, YTO KIIOUEBBIM OTJIMYUEM SIBISIETCS
ompejieNieHHe  LEeNd, KOTopas JIGKUT B OCHOBE COBEpIICHUS  TaKHUX
TICHXOJIOTMYECKUX MAHHUITYIALHH.

OcHOBHOI LEeNbI0 KUOEPTPOJUTHHTA SBISETCS OCYLIECTBIECHUE MPOBOKALUU
NOJB30BaTeNe,  HalpaBJIeHHOH  Ha  BO3HUKHOBEHHE  CIIOpa  MEXJy
10JI30BATENISIMHU, KOTOPBIE U3HAYAIBHO NPUIAEPKUBATUCH OMHON MO3ULIMY, UM Ha
3CKajlallli0 KOMMYHHKAaTUBHOTO KOH(MIHUKTa MEXAY MOJIb30BaTEISIMU.

[enu xuGepOynnuHra u KubepayTHHra 3aKJIIOHAIOTCS B OCYLUECTBICHUH
TPaBJIK MOJIL30BATENS 110 PA3HBIM OCHOBAHMSIM.

KubepOyinuHr npeamnonaraeT  OCyLIECTBIEHME TIpynmoi Jum, ee
IpeACTaBUTENSIMU TPaB.IM OJHOTO TOJIB30BaTeNs] B pa3iuuHoOM GopMe U 110 10001
OpUYMHE:  TOJIOBO3PACTHhIE  XapaKTepUCTHUKH,  HAIMOHaJbHasi,  pacoBad,
peNUruo3Has MPUHaUIeKHOCTh U T. 1.

KubepayTtunr npencrasnser coboif Bux KuOepOysiiMHra U MNpeanosiaraet
coboil pasriamieHde WHGOpPMalLKMKU O CEKCyalbHOM OpHEeHTaUMM M TeHJIepHOM
UAEHTUYHOCTH JPYroro 4einoBeka Oe3 ero Ha TO COrjacus, YTO B MTOrE MOXET
IIPUBECTHU K TpaBlie I0JIb30BaTeNs ¢ HeTPAAUIIMOHHBIMY B3IV IaMHU.

KubepcTankuur mnpeacrasisier codoi Hanbosee KecTKyro GopMy NpecCHHra
B MHTepHeTe, KOTOpas HarpaBieHa Ha MpecieA0BaHue, CIeKEeHHE 3a KePTBOH.

Kubepcrankuur xapakrepusyercs aKTHUBHBIM 3a0pachlBaHHEM JKEpPTBBI
uHpopmaluei ICeBIONO3UTUBHOIO WK KOMIIPOMETHPYIOIIEro COAEPIKaHUsL.

TakuM obOpa3oMm, IO cBoell cyTH KHOEPCTAJKUHI MpeAcTasiseT coOoH
HauboJlee arpecCUBHBIM BapuUaHT ICHXOJOTHYECKOr0 BO3ACHCTBUS M, 3a4acTylo,
CTaHOBUTCS CJIe/ICTBUEM KUOepOysUIMHra.

KuGepOy/uIMHI: OCHOBHBIE XapPaKTePHCTHKH KHOepOyNJIMHIa H er0 THIbI
OCHOBHBIMHU XapaKTepUCTHKaMU KUOepOyITUHTA SIBIISIOTCS:
- HEOJHOKPATHOCTb W/WUJIH MEePUOJIMYHOCTH OCYLLECTBIEHHUS JeCTPYKTHUBHbBIX
JIEUCTBUU B OTHOILLUEHUHU XKEPTBBI;




- HalM4Me yMbICNIa TNPHUHECTH yIepd >KeprBe, KaK ICUXOJOIHYECKHid,
MOpaJbHBIN, TaK ¥ (PU3UUECKUH;

- HaHeceHue Bpea; .

- 3JI0yTIOTpeOJIeHre CBOSH CUIION MITH BIMAHHEHM, TIOJIOKEHHUEM B UHTEPHET-
coo01IecTBe.

HccnenoBateny BoIACISIOT BOCEMb TUIIOB KOS G yJUIMHIa:

1. » OneiiMmuAr npeacTaBngeT coboil 06MeH KC;OTKUMM 3MOLMOHATBLHBIMM
perniMKaMH Mexay NByMs U Oosiee JIFOJAbMM, KOTOPBIH MPOHUCXOAMT Ha OTKPBITHIX
romankax B cetu «MHTepHeT» W Oonbiue noxon;‘e H% WHGOPMAUMOHHYIO BOWHY
nmojb3oBaTesel, BO3HMKUIEH [0 [pUYMHE, HE MEIOWEH OTHOWIEHHA K
niepBOHauaIbHOMY NpeamMeTy obcyxnenus. Ha nepsoiii 1irsm, guiedMuHr — Gopnoa
MEXIY paBHBIMMU, HO IMPH OIpPENEJIEHHBIX YCIOBHAX 7HA MOYKET IMPEBPATHUTHCS B
HEPABHOTIPABHBIM MCUXOJIOTMYECKUH TEPPOP.

2. Hamagku,  MOCTOSHHBIE — M3HYpHUTEsb.jble  arakd  (XapacCMEHT)
MPEACTaBIAIOT cOO0H MOBTOPSAIOIMECS] OCKOPOUTENBH 1€ COOOIIEHHs, HallpaB/IeHHbIE
Ha JKepTBY (Hanpumep, COTHH CMC-COOOIIIEHUI Ha MOGHIIBHBIN TenedoH, TOCTOSHHbIE
3BOHKH), C TMeEperpy3koil MepcoHANbHBIX KaHAJIOB <OMMYHHKalUuu. Bcrpeuarorcs
Takke B uyarax M ¢opymax, B OHIAHH-UIpax 37y TEXHOJOrHIO Yallle BCero

UCMONB3YIOT Tpubepsl — TrpyIna HIPoKOB, HUMEOUUX LeNblo He nodeny, a
paspyliieH1ue HTPOBOTO OMbBITa APYTHX YUACTHUKOB.
3. Knesetra mnpencrapisier coOod pacrnpocTpaHEHHUE OCKOPOUTEIBHOW U

HenpaBauBoi MHQpopMalmu. TekcToBble COOOLIeHUs, (POTO, NMECHH, KOTOpPhIE UacTo
UMEIOT CeKCyasibHbIN xapakTep. JKepTBamMu MOTYT ObITh HE TOJIBKO OTAEJbHbIE JHULA,
HO W LENbIH CIUCOK Jiil. Hanpumep, ciydarloTest pacChlIKH TaKUX CITMCKOB, KaK: «KTO
€CTh KTO B LIKOJE», KKTO C KEM CIIMT», & TAKIKE CO31at0TCsl CIICLMaIbHble KHUTHM JUIs
KPUTHUKHU» € ILyTKaMH PO 3HAKOMBbIX.

4. CamM03BaHCTBO, MEPEBOMIIOLIEHHE B ONPEACICHHOE JIMLO 3aKJI0YaeTCs B
[IO3ULIMOHUPOBAHUN MpecHeaoBarels B JULE JKEPTBbI, UCIOJbL3Ys MapoJib AOCTYyNa
JKEPTBBI K aKKayHTY B COLMAJIBHBIX CETAX, B OJjore, mouTe, CUCTEME MIHOBEHHBIX
COOOILIEHUH, WIH CaMOCTOSTENBbHO CO3/1aeT MOJJIeJIbHBIA aKKayHT JKEepTBbl C
AHAMTOTMYHBIM HMKHEMMOM M  OCYIIECTBIS€T OT MMEHH JKepTBbl HEraTHBHYIO
KOMMYyHHKauuto. OpraHuzauus «BOJIHBI OOpaTHBIX CBA3€H» MPOUCXOAMT, KOrma ¢
azpeca (aKKayHTa) KepTBbI, MOJJCILHOTO akkayHTa 0e3 ee Beloma OTIIPABJISIIOT
APY3bsM NTPOBOKALMOHHBIE TUCBMA.

5. HanyBarenscTBO, BbiIMaHMBaHWE KOH(DHUIACHUIHATLHONR UHPOpMAaLIUK U ee
pacrpocTpaHeHHe MpeAcTaBaieT coOoi NomyyeHre nepcoHalIbHON HHpopMaLK U ee
nybnaukamust B MHTepHeTe WM OCYLIECTBJIICEHUE €€ Mepelaud TeMm Juuam, JUis
KOTOPBIX OHA HE MpeJHa3Hauasach.

6. Otuyxnesue  (OCTpaku3M,  M30JsILMs)  npelacTaBiaser  coboit
OCYyILIECTBJIEHHE  INIpeciiefoBaTesieM  (rpyrnnod  rnpecseposaresniedt)  AeicTBUi,
HaIpasJIeHHBIX HA UCKIIOUEHME XKEPTBBI U3 Mpoliecca COLMaIbHOIO B3aUMOICHCTBHA,




rpynmnel. OHIaHH-0TUYK/I€HUE BO3MOKHO B JIFOOBIX THIIAX CpeJl, TAe NMPHCYTCTBYET
BO3MOYKHOCTb CO3J1aHUS MPUBATHBIX YaTOB, ObITb BKJIIIOUEHHBIM B YEPHLIH CIIMCOK, TO
€CTb BO3MOYKHOCTH OBITh MCKJIIOUEHHBIM W3 OHJalH-cpeabl. OjHONH H3 (opm
MPOsIBIICHUsT KHOEP-0CTPAKU3M SIBJISIETCSl TaK)Ke€ OTCYTCTBHE OTBETa Ha MIHOBEHHbIC
COOOIIEHHS MIIH DJIEKTPOHHbBIE THUCbMA.

7. Kubepripecienopanue — CKPBITOE BBICIEKHUBAHUE YKEPTBBI C LENbLIO
OpraHu3alMy HanaaeHus, H30HeHHs, N3HACUIIOBAHUS U T.J1.
8. XennuclenuHrom sBaserTcs myONMKalus, pacnpocTpaHeHue B CeTH

I/IHTepHeT BHIOCOPOJIMKOB C 3alliMcaMH peajlbHbIX CLEH HaCHJIHUs 0e3 corjacus
JKEPTBBI, KOTOPbIC pasMellatoT B I/lHTepHGTG. Hauunasice kax LIyTKa, XEMNMmUuCJaCernuHr
MOXKET 3aKOHUYHUTLCA TPATrHYCCKH.



BBISIBJEHUE KOHTEHTA BYJIJIMHI'OBOT'O COAEPXAHMSI: I'/IE
BCTPEYAETCS, KAK PACIIO3HATD.

Ku6ep6yaanur: rae Bcrpeuaercs?

Jnis ocyiecTBiAeHUsE KHOepOyJTMHIa UCIOJIBb3YIOTCS CJIEAYIOIINE IJIOWAAKH U
BO3MOXXHOCTH:

- MQ.6I/]HI>H€1$I CBSI3b (CMC-cO0DIIEeHHS);

- MOGHJIbHbIE npuiokeHus: 1 MecceHmkepel (What’s App, Viber, Instagram,
Badoo u T.1.);

- 4yaTbl U PopyMbl B ceTu «MHTEpHETY;

- QJIEKTPOHHAs 1novTa (pacchlika COOOIMEHHH);

- coumnanphblie cetw (BKonrakTe, Facebook u T.1.);

- CEPBUCHI BUJIEOXOCTHHTa;

- UTPOBBIC CaliThl U BUPTYaTIbHBIE UTPOBBIC MUPHI.

Cpeny mnpeacTaBlIeHHBIX TUIOIAA0K, Mo JaHHBIM uccnenoBanus 2014 ronma
xomnanun Pew Research Center B 2014 romy naubosee yacto kuOGepOysvHT
BCTpeYaeTCs Ha ILUIoMAaKax:

- COLMANTBHBIX ceTelt (66% onmpomIeHHbIX M0JIb30BaTeNeH );

- paszien KOMMEHTapueB Ha caiTax (22% nonp3oBaTeneil);

- ounanH-urpsl (16% nonp3osareneii);

- mepcoHanbHas e-mail pacceuika (16% ronp3oBareneh);

- onnaitH-bopymsI (10%);

- caliThl 3HaKOMCTB (6%).

[Tpu 3TOM >KEHILMHBI U NCBYIIKH Hallle CTAKUBAIOTCS ¢ KHOSpOYIITHHIOM B
COLIMAIbHBIX CETSIX, @ MYXXYHHbBI, B OCOOCHHOCTHU, MOJIOJbIE MYXKUMHBI - yallle
YHIOMHWHAIOT OHJIaH-UIPbl B Ka4eCTBE IJIOLIAJIKH, HA KOTOPOH OHU CTAJIKHUBAIUCh
¢ KubepOyIITMHIOM.

Kak pacnoznath kubepOyajiuHr

JItoboe¢ yHU3HTENbHOE, OCKOpOUTENbHOE, yrpoxaroliee Oe30MacHOCTH
yejioBeka cooOuleHue, a Takxke BHAeo(parMeHTsl, (HOTOM300paxeHus,
pa3MelleHHble B ceTH «JIHTepHeT» 0e3 coryacus )epTBbl, 110 CBOCH CyTH, MOXKHO
OTHECTH K KubepOyIuHry.

Taxxe K sBneHHI0O KuOepOyJJIMHIa OTHOCHUTCS CO3/aHHe MOJJENbHBIX
npoduneit  ronb30BaTeN, HHTEPHET-PECYpPCOB,  JIESITENBHOCTh  KOTOPBIX
HanpasJIeHa Ha OUepHeHHEe MOTeHI[HAJIbHOM KEPTBBI.

JUis noHMMaHUsi CYTH SBJI€HMS KuOepOyJuIMHra OTMETHM, 4YTO €ro
YYaCTHHUKaMH SIBJIAIOTCS CJEAYIONIME JIMIA, MEXIY KOTOPBIMU pacIpe/ielieHbl
poJieBble TO3UIUU:

- arpeccopa (obunuunka);




- )KepTBBI (MTACCUBHOM MJIH arpecCHBHOM ),
- CBUJIETENIS;
- 3alUTHUKA (HeoOs3aTeIbHbIH 3TEMEHT KOMMYHUKALINH ).

IIpuMeprl curyanuii, onucbIBaeMbIX KepTBaMH KHOepOYJLUIHHIa M JeMOHCTPHPYIOIIHX
HAJIHYHe B c000Imennax (nmepenncke) HHGopMauuu OyIJIMHTOBOI0 COACPKAIIHS

-«Mowu dororpadun, kotopbsle s BBIKIAAbIBAIA B IPYNIY ISl [TOXYACHHS,
Korga MHe 6bI10 JeT 13, BCIUIBLIH, KOr[a MHe OBLTO 15, MeHs IIaHTaxUpOBAIM
3TUMH QoTorpadusMmy;

- «Moii OBIBIIMH NapeHb YrPosKal BEIIOKUTH MOM HHTUM-(oTo B MHTEepHeT,
U ero JIpy3bsl BUACIH 3TH QOTOY;

-«5l crankuBancs ¢ OCKOpOJIGHUSMU B KOMMEHTApHUSAX Ha pa3Hble TEMBI B
pa3HBIX cOOOIIECTBAX OT COBEPIICHHO HE3HAKOMBIX MHE JIIO/Iel U3-3a TOro, UTO UX
TOYKa 3pEHUS HE COBII/aeT C MOCHy,

-«He3HakombI# YesloBeK cTai MucaTh MHE B COLMANbHOM ceTH «BxoHTakTey.
[Tpuceinan $oTo yOUTBIX >KUBOTHBIX M HHBAIMIOB, TOBOPWI, 4YTO 3TH (HOTO
KpacHuBee MEHsI»;

- «bonplue rona Hano MHOUM M3EBATUCH OJHOKIACCHHUKH U MaJbUMKH Ha 2
rofa Muajalle, oHW BbIKJIanbiBamd B CeTH YHMKalOllMe BUAEO, TNe MyOIMYHO
003bIBAJIM U HACMEXAIUCh, MUCATH B JIMYHBIE COOOIIEHHUS, UYTO s MPOCTUTYTKA U
T.J1., XOTS 9TO HEllpaBaay;

- «/IBo€ OHOKIIACCHUKOB JIOUepH OCTAaBUIIN O Hell KOMMEHTApUH, UMEIOLIHe
ceKcyalbHbIM Xapaktep. OHU onyOnuKoBay UX Ha pecypce Nettby»;

- «Manbuuk BcTpedascs ¢ IeBo4KoH, U Ha Facebook ero Hekotopoe Bpemsi
MOTUBATH TPSI3LIOY.




HNndopmaumonHas namMsiTka L1sl HeCOBEPILUEHHOJICTHHX 110 BOIIPOCaM
KHOepOe30MacHOCTH

B ceTn «MHTEpHED)

KOMllblO'l‘CDIlblC BHPYChI

KomriproTepHbIi BUPYC - 3TO Pa3HOBUIAHOCTH KOMIIBIOTEPHBIX [POTpaMM,

OTJIIMUUTENBHON 0COOCHHOCTBIO KOTOPOH SIBIISIETCS CIIOCOOHOCTH K Pa3MHOKEHHUIO

(komupoBaHui0). B mgomoiHeHHWE K 3TOMY, BHUPYChl MOLYT IOBPEIHUTH HIIH

[TOJIHOCTBHIO YHHUYTOXUTL BCE q)aﬁﬂbl W JaHHBIC, ITOJAKOHTPOJIbHBIC [1OJIE30BATEIITO,

OT UMCEHH KOTOPOIo Obla 3alrymeHa 3apa>KéHHaH mporpamMma, a Takke 1noBpeInThb

WIIM JI&Ke YHHUTOKHUTH OTEPAIlMOHHYIO CHUCTeMY co BceMu Qaitimamu B uejaom. B

OOJIBIIUHCTBE cJiydaeB paclpOoCTpaHstOTCd BUPYCLI 4Y€PE3 HHTCPHET.

MeToabI 32 LIHTHI OT BPEIOHOCHBIX MPOrPaMM:

I Hcrnonb3yil coBpeMeHHbIe OllepallMOHHbIe CHCTEMbl, MMEIOLLHE
CepBE3HBINA YPOBEHbB 3aLIUTHI OT BPEIOHOCHBIX MTPOrpamMm;

2. [locTostHHO ~ ycTaHaBnMBail natyu (UM@pOBbIE  3aIUIaTKH,
KOTOpbIE  aBTOMATHYECKH  YCTAHABJIMBAIOTCS C  LENbl0  J10padoTKH
NporpamMmbl) M Jpyrue OOHOBJEHHUS CBOEM ONEPalMOHHON CHCTEMDI.
CxayuBail X TOJbKO ¢ oduuMaibHoro caira paspadoruuka OC. Eciu
CYILIECTBYET PEKUM aBTOMATHYECKOTI0 0OHOBIEHMUS, BKIIFOUH €rO;

3. Pabotaii Ha cBOeM KOMIIBIOTEpE IO/ IIpaBaMM I10J1b30BaTells, d
He aJMHUHHUCTpaTopa. IJTO HE TMO3BOJUT OOJBIIMHCTBY BPEIOHOCHLIX
NporpamMM HHCTaUIMPOBATLCS Ha TBOEM MEPCOHATIBHOM KOMIIBIOTEPE;

+. Wcnons3yit  aHTUBUPYCHBIE IporpaMMHBIe  TPOLAYKTEI
M3BECTHBIX [TPOU3BOAUTENCH, C aBTOMATHUECKUM OOHOBIeHHEeM 0as;

5. Orpanudb  (QU3UYECKUH  JOCTYN K  KOMIIBIOTEPY UL
MOCTOPOHHUX JIMLL;

DOy Hcronp3ydt BHEIIHME HOCUTENM HWH(OpMallMK, TaKHe Kak
¢uemka, nauck win  ¢ain w3 MHTepHeTra, TOJBKO U3 I[POBEPEHHbLIX
MCTOYHHKOB;

7. He orkpbiBail KoMmIbloTepHble (aliabl, IOJYYEHHBIE I3
HeHaIEKHBIX HMCTOUYHUKOB. Jlaxke Te (pailsbl, KOTOpbIE IpHCIal TBOH

3HakoMbIi. Jlydile yTo4HM y Hero, OTIPaBIISUI JIU OH Tebe UX.



Cern WI-FI

C nomompro WI-Fi MoxHO monayuuTh OecruiaTHBIM MHTEPHET-IOCTYIl B

00IIeCTBEHHBIX MecTax: Kade, oTessiX, TOProBeIX IeHTpax M adpomnoprax. Tak xe
SIBJIIETCS OTJIMYHOM BO3MOXKHOCTBIO Bbixoja B MutepHer. Ho mHormMe skcnepTn
CUHTAIOT, 4yTO obmenoctynHrle WikFi ceTn He sBISIOTCS 0€30M1aCHbBIMM.
CoBeTbl 110 6e30n1aCHOCTH padoThl B 00me0cTYNHBIX ceTsax Wi-fi
2 1. He nmepemaBait cBoro  JUYHYI0O  HH(OpPMALMIO  4Yepes
obmenocrynusie Wi-Fi cetn. Pabortas B HHX, JKeJIaTeJbHO HE BBOJUTD
napoJid I0CTyINa, JOTUHbI U KaKhe-TO HOMEpa,;

2. HMcenonb3yt u  OOHOBSIA  @HTUBHUPYCHBIE MPOTPAMMbL U
Opanamayap. TeMm cambIM Thl 0Oe30macuilb cedsl OT 3aKauKu BUpyca Ha TBOE
YCTPOUCTBO;

3. [Ipu wucnonp3zoBanuu  Wi-Fi otkmoun ¢yuxumio «OO0mmii
noctyn K aimam u  npuHTepam». JlanHas (QyHKIMs 3aKpeita 10
YMOJIYaHHUIO, OJIHAKO HEKOTOpble TMO0Jb30BATEIN AaKTUBUPYIOT e& Juid
yIoOCTBa MCMOIB30BAHMS B paboTe unu yueode;

4. He wucnons3yit nyonuuneit WI-FI s nepemaun nuyHbIX
JIAHHBIX, HalpUMep, IS BBIXOJa B COI[HAIBHBLIE CETH WJIH B 3JEKTPOHHYIO
TIOYTY;

5. Hcnone3yit Tonbko 3aniuienHoe coequuenue yepez HTTPS, a
He HTTP, T.e. npu Habope BeG-aapeca BBoaM uMeHHO «https://»;

6. B mobunbHOM Tenedone oTkmoun ¢pyHKuuio «Iloaxmouenune k
Wi-Fi aBromatudecku». He nomyckail aBTOMATHYECKOIrO MOIKIIOYEHMUS

ycTpoiicTBa K ceTsiMm Wi-Fi 6e3 TBoero cornacus.

ConnajabHuble ceTH

ConnanpHas ceThb - 3TO CailT, KOTOPBIHA MPEeIOCTaBIsAeT BO3MOXKHOCTD JIIO/ISIM
OCYIIECTBJIATh OOLIEHHE MeXIy coboi B uHTepHeTe. Yalle Bcero B HUX Ul
Ka)KJIOro 4YeJjoBEeKa BBIIEJSeTCS CBOSl JIMYHAs CTpaHW4YKa, HAa KOTOPOM OH
ykas3biBaeT o cebe pasnuyHylo HH(OPMaNHMIo, HauMHAs OT MMEHH, (aMWIHU U
3aKaH4YMBas JIMYHBIMU (poTorpadusmMu. MHOrMe moyib30BaTean He MOHUMAIOT, YTO
MH(OpMalLMs, pa3MelleHHass HMH B COIMAJLHBIX CETAX, MOKeT OBITh HaiijeHa M
MCIIONB30BaHa KeM YIrOAHO, B TOM 4YuCjle He o0s3aTesJbHO ¢ OJarumMu

HaMEpeHUSIMHU.



OcHoBHBIC COBETHI 10 0€30MACHOCTH B COLHABLHBIX CETHAX:

1. OrpaHudp crUcoK Jpy3ei. Y 1ebs B Ipy3bsX He TOJIKHO OBITh
CHy4YalHBIX U HE3HAKOMBIX JIIOJIEH;

2. 3ammniaid CBOIO YACTHYIO JKM3Hb. He ykaspBail mnapoJiy,
tenedoHbl, aapeca, Jary TBOETO pPOXKIACHUS U APYFYI0 JIHYHYIO
UHpOpMALHIO. 370yMbIIIICHHUKY MOTYT HCIIONIB30BaTh Jaxe MH(POPMaLHIo
0 ”FDM, KaK Tbl U TBOH POJIUTEINIH IUIAHUPYETE MPOBECTH KAaHUKYJIbI,

3. 3amuian CBOK peryTaluio - AEpXKU €€ B YUCTOTE U 3a/1aBai
cebe BoIpoc: xoTesl ObI Thl, YTOOBI JAPyTrHe IMOJIb30BATENN BUIEIH, YTO Thl
sarpyxkaems? [lomymait, npexjae yeM 4YToO-TO OIyOJNMKOBarhb, HalucaTb U
3arpy3uTh;

4. Ecau Tbl roBopHIllb € JIIOABMH, KOTOPBIX HE 3HAellb, HE
UCITOJIB3YHl CBOE peallbHOE MMS U JAPYTYIO0 JUYHYIO HH(POpPMaLUU: HMS,
MECTO >KUTEJIbCTBA, MECTO yueObl U IIpoYee;

5.  Hsberaii pasmeumienus Qororpaduili B HMuTepHete, rme Tl
u300pa)keH Ha MECTHOCTH, II0 KOTOPOH MOJKHO OIIPEICIIUTh TBOE
MECTOTIOJIOKEHHE;

0. [Ipy perucrpauMu B COUNMAJBHOW  CeTH  HEOOXOAUMO
UCITIOJIB30BATh CJIOXKHBIE IIApOJIM, COCTOsIMe W3 OyKB U LUpp U ¢
KOJIMYECTBOM 3HAKOB He MeHee &;

7. Jist counaneHOM ceTH, MoYThl U APYIHX CalTOB HEOOXOAUMO
UCIIONb30BaTh pasHble napond. Torma ecnu  TeOsl  B3IOMAIOT, TO

3JJOYMBINLJICHHHUKH 1TOJIydaT AOCTYII TOJIBKO K OAHOMY MECTY, @ HE BO BCC

cpasy.

BJICKTDOHHBIC JACHLI'H

DNEKTPOHHbIE IEHBIH — 3TO OYEHb YJNOOHBIN crocol Imiatexei, 0JHaKo
CYLIECTBYIOT MOILIEHHUKH, KOTOPbIE XOTST MONYYUTh 3TH JICHBIU.

DIEeKTPOHHBIE JEHBIY MOSBUIMCH COBCEM HEIaBHO M UMEHHO M3-3a 3TOT'0 BO
MHOTHUX I'OCY/IapCTBax JI0 CUX MOP HE IPOIMCAaHO PO HUX B 3aKOHAX.

B Poccuu ke oHU QYHKIIMOHUPYIOT U O HUX YXK€ MPOMUCAHO B 3aKOHE, IJe
UX pazJeNsioT Ha HEeCKOJILKO BHUJOB - aHOHMMHBIE M HE aHOHUMHBbIE. Pasnuua B
TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pelaeTcs MPOBOIUTE Oollepauu Oe3
WIEHTH()HUKAIMM  TONb30BaTeNis, a B HE aHOHHMHBIX HIEGHTH(QHUKALUH

1TONIB30BaTEIIs SABJISETCS 00SI3aTENLHOIA.




Taxxke crefyeT pasnau4arh JJIEKTPOHHbIC (UATHBIE JEHbIH (paBHbI
rOCYJapCTBEHHBIM BajiOTaM) W 3JEKTPOHHbIe He(pHaTHbIC AEHbIW (HE paBHBI
rocyJIapCTBEHHBIM BaJIIOTaM).

OcHoBHbIE COBETHI 0 Oe30nmacHoi padoTe ¢ ITeKTPOHHBLIMH ACHLIAMMU:

1. [puBskU K cueTy MOOMJILHBIA TelaepoH. DTO caMblil yIOOHBIH
1 OBICTPBIN CIIOcO6 BOCCTaHOBUTH AOCTYN K cuety. [IpuBsizanublit Tenedon
noMoxer, eciu 3a0ynels CBOM IIATEXXHBIH Mapob WIM 3aiAeIub Ha CalT ¢
HE3HAKOMOI'O YCTPOMCTBa;

2. Hcnonp3yit  omgHopazoBble mnaponu. Ilocnme nepexosa Ha
YCHJIEHHYIO aBTOpHu3ainuio Tebe y)xe He OyJeT yrpoKaTh OIIaCHOCTh KPaKH
WM TIepexBarta MJIaTeXHOro Napois;

3. Bribepu cnoxusiii mapons. [lpectyniukam Oyner He NpOCTO
yrazath CJIOXHbIA MNaposb. HajexHble mapoin — 3TO MHapOJH, KOTOpbIE
CoZlepXKaT HEe MeHee 8 3HAKOB M BKJIIOYAIOT B ce0s CTPOUHBIE U MPOIUCHBIC
OyKkBBI, IMPBHI U HECKOJIBKO CHMBOJIOB, TaKHE KakK 3HaK Hojuiapa, QyHTa,
BOCKJIMUATENbHBIN 3HaK U T.11. Hanpumep, StROng!;;

4. He BBoaw cBou JHYHBIE OaHHBIE Ha calTax, KOTOPLIM He

AOBEPACIID.

3HCKTDOHH3H no4drTa

DJIEeKTPOHHAA 10YTa — 3TO TCXHOJIOTHS U MPENOCTABISAEMbIC €10 YCIYTH T10
HepechlyIKe U MOJIyUYeHHIO JIEKTPOHHBIX COOOILEHNH, KOTOPhIE PACIPEaeIsioOTCs B
KOMIBIOTEpPHOU ceTH. OObIYHO 3JEKTPOHHBIA TMOYTOBBIA SIIHK  BBITJISIAUT
CIIEYIOIIMM 00pa3oM: UMs_ITOJIb30BaTeNI(@UMsL_jloMeHa. Takxke kpoMe repesayuu
IIPOCTOrO TEKCTa, UMEETCS BO3MOXHOCTH Mepe/iaBaTh Gpaibl.

OcnoBHbBIC cOBCThI IO He3onacHoii paboTe ¢ 3JIEKTPOHHOMN NOUTOII:

1. Hano BbpiOpaTh npaBuiibHBIA NMOYTOBBIA cepBuc. B Murepnere
€CTh OTPOMHBIH BBIOOP OECIUIATHBIX IOYTOBBIX CEPBUCOB, OJHAKO Jyylle
OOBEPSTH TEM, KOT'O 3Haelllb U KTO NIEPBBIN B PEUTHHTE;

2. He yxaspBall B 7nMYHOH TMo4YTe JUYHYIO HHGOPMALHIO.
Hanpumep, mydme BbiOpaTh «My3bIKanbHbIM (anat@» umm «pox2013»
BMECTO «TeMall»;

3. Hcnonb3yit ABYX3TallHyl0 aBTOpPH3aLMIO. JTO KOria MOMMMO

11apoJIsl HY)KHO BBOJUTb KOJI, IpUCkLIaeMblil mo SMS;



4. Bribepu crnoxseiit maponb. g KakIOTO TOYTOBOIO SIIMKA
JTIOJKEH OBbITh CBOUM HaJIeXKHBIN, YCTOMYMBBIM K B3JIOMY HapOJb;

5. Ecnu ecth BO3MOXHOCTH HamucaTh CaMOMY CBOH JIMYHBIN
BOTIPOC, UCIIOJB3YH 3TY BO3MOKHOCTH;

6. HMcnonb3yt HECKOJIbKO TIOYTOBBIX SIIIMKOB. [lepBbIf s
YaCTHOM Tepernucku ¢ ajpecaTtaMd, KOTOPBIM Thl JIOBEpsellb. JTO
DIEKTPOHHBIA ajpec He Halo UCIOJB30BaTh MPHU pPEerucTpauuu Ha (Gopymax
U camrax;

7. He oTkpeiBaii ¢aiiasl M Apyrue BIOXKEHHUS B IIMCbMax Jaxe
eCJIM OHM MPHUILIH OT TBOUX Apy3eil. Jlydille yTOUHU y HUX, OTIIPABIAIH JIU
OHH TeOe 3TH daitbl;

8. [Tocne oxoH4aHus pabOTBI Ha [IOYTOBOM CEpPBUCE IIepe]l

3aKpbITHEM BKJIAJIKU C CaliTOM He 3a0y/ib HaXXaTh Ha «BBIATHY.

Knﬁepﬁvﬂ.ﬂmlr HJ/IH BUPTYAJIbHOC H3AEBATC/ILCTBO

KubepOynnuHr —  mpecienoBaHue  COOOLIEHUSIMH,  COJAEpKallUMU
ocKopOJIeHus, arpeccuio, 3alyruBaHue; XYJHUTaHCTBO; COLMAJIBHOE
OOHKOTHPOBAHUE C IIOMOILBIO PA3JIMUHBIX UHTEPHET-CEPBHCOB.

OcHoBubIe cOBeThbl 10 HopbOe ¢ KHGEpOYIIHHIOM:

1. He Opocaiics B 60ii. JIyuiuii criocod: mocoBeToBaThCs Kak ceds

BECTM M, €CJIM HeT TOro, K KOMY MOXHO OOpaTHThCS, TO BHayale

yCHOKOUThCA. Eciam  Thl  HauHemb OTBe4YaTb  OCKOPOJIEHMSIMH  Ha

OCKOpPOJIEHHs, TO TOJBKO ellle OobIle pa3oxKellb KOH(IUKT;

2. VYupasnsii ceoeil kudeppenyTauuei;
3. AHOHUMHOCT, B ceTH MHUMas. CyHIecTBYIOT CcrnocoObt

BBISICHUTD, KTO CTOUT 32 aHOHUMHBIM aKKayHTOM;

4. He crout BecTH Xynuranckuili oOpa3 BUPTYaJbHOH KH3HU.

HNurepHeT (UKCUpyeT BCe TBOWM JCHCTBUS M COXpaHsCT MX. YIalUTh HX

OyzneT kpaifHe 3aTpyAHUTEIHHO;

5. Benu cebs BexxuBo;
6. Hrnopupyit €IMHUYHBIH HEraTus. OnHopazoBsble

OCKOpPOUTENBbHBIE COOOIIeHHs Jiydllle WrHOpUpoBaTh. OOBIMHO arpeccust

NpeKpallaeTcs Ha HayaJlbHOU CTajuu;




7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH
COOOIIEHUSIMUA, B COIHAIBHBIX CETSIX €CTh BO3MOXHOCTB OJOKMPOBKH
OTIIpaBKU COOOUICHHH C OnpejiesieHHbIX aJlpeCoB;

8. Ecnu 7161  cBuuetens kubepOysuinHra. TBom  neHcCTBuUs:
BBICTYNIUTh MPOTHB IpecienoBareis, NokazaTb €My, 4YTO €ro JAeHcTBHs
OLIEHMBAIOTCSl  HEraTMBHO, IIOJJEpXKaTb JKEPTBY, KOTOPOH  HyXKHa
TICHXOJIOTHYECKass MOMOIllb, COOOUIUTh B3POCIBIM O (haKTe arpecCHBHOIO

MOBE/IEHUA B CETH.

MobuabHbIH TeJaedoun

Cospemennsle cMapT(OHBI U MIIAHIIETH CONEPKaT B ceOe BIIOJIHE B3POCBINA
$yHKIMOHAN, W Tenepb OHU MOTYT KOHKYPHpPOBaTh CO CTaUMOHAPHBLIMH
KoMnbploTepaMu. O1HAKO, CpeIcTB 3alUThl AT OJO00OHBIX YCTPOMCTB I10Ka OUCHb
Mazno. TecTHpoBaHME M TIOMCK YS3BUMOCTEH B HHX IIPOUCXOJAMT HE TaK
UHTEHCUBHO, Kak 1 11K, To jxe camoe kacaeTcst © MOOMIIBHBIX PUIIOKEHUH.

CoBpeMeHHble  MOOWIBHBIE  Opay3ephl YK€ MPaKTHYECKH JIOTHaIH
HAacCTOJIBHBIE aHAJOTH, OJIHAKO pacUIMpeHHe (QyHKIMOHalTa BiIeYeT 3a Co0OoMH
OOJIBIIYIC CI0KHOCTE U MEHbBIYIO 3aIHIIEHHOCTb.

Jlajleko He BCe IMPOU3BOAUTENM BBITYCKAIOT OOHOBIIEHMS, 3aKpblBalOLINe
KPUTHYECKHUE YSI3BUMOCTH [Tl CBOUX YCTPOUCTB.

OcnoBHbIE cOBETbI sl 6€30MACHOCTH MOOGHJIBLHOTO TeJedona:

I. Byns octopoxeH, Beab korga Tebe mpensararoT OecIlaTHBINA

KOHTEHT, B HEM MOTYT OBIThH CKPBITHI KAKUE-TO IIJIATHbIC YCIYTH;

2. Hymaii, npexje deMm ortnpaButb SMS, ¢orto unm Buaco. Tol

TOYHO 3HAelllb, [JI€ OHU OYJIyT B KOHEYHOM UTOIe?

3.  HeoOxoanmo OOHOBNATH ONEPAIIMOHHYIO CHCTEMYy TBOEIO
cmapThoHa;

4. Hcrnonp3yit aHTMBHUPYCHBIE NPOTPaMMbl JJii  MOOMJIbHBIX
TenedoHoB;

5. He 3arpysxait npunoxeHus oT HEM3BECTHOTO MCTOUHMKA, Belb

OHH MOTYT COZEPXkaTh BpeIOHOCHOE NporpaMMHoe obecrnedeHue;

6. ITocne TOro kak Thl BblMJieNIb C caiiTa, TJie BBOJAMI JIMUHYIO
MH(pOpMaLMIO, 3aliI1 B HACTPOKKH Opay3epa U yiainu cookies;

7. Ilepuoanuecku NIPOBEPsI KaKue [J1aTHbIE YCIYTH

AKTHUBUPOBAHbI Ha TBOEM HOMEPE;




8.  JlaBaii cBod HOMep MOOHMIBHOTO TesjedoHa TOJIBKO JIIOMISIM,
KOTOPBIX Thl 3HaCILb U KOMY JI0BEpsielIb;
9. Bluetooth jomkeH OBITH BBIKJIIOYEH, KOIa Thl MM HC

1moJip3yetinbest. He 3abbiBait uHoO/1a MPOBEPSTH 3TO.

OuunHr HJIH Kpazka JIHMYHbIX JAHHBIX

['maBHas uens QuuMHrC - Buaa MHTepHeT-MOlIEHHHYECTBA, COCTOMT B
MOJIyYEHUHU KOH(PUACHIHAIBHBIX JAHHBIX ITOJIB30BaTEJIeH — JIOTMHOB U [1apOJICiL.
Ha anrnuiickom si3eike phishing uurtaercst kak ¢ummnr (ot fishing — pbiOnas
JIOBJISL, password — mapoJib).

OcuoBHbIe coBeThI 110 00pb0e ¢ PUILHHIOM:

Ls Crnenu 3a cBOUM akKayHTOM. EciM Tl moo3peBaelln, YTO TBOs
aHkeTa Oblla B3JIOMaHa, TO HEOOXOJAMMO 3a0JIOKMPOBAaTh €¢ M COOOLIMUTD
aJIMMHUCTpaTOpaM pecypca 00 3TOM KaK MOKHO CKopee;

2. Wcnonb3yit GezonacHele BeO-CaWThl, B TOM 4YHCIle, MHTEpPHE!-
MarasuHOB U IIOUCKOBBIX CUCTEM;

3. Henonb3yit ciioxkHble U pa3Hble naposid. Takum o0pa3oM, eciik
1e0s B3JIIOMAIOT, TO 3JIOYMBILUICHHUKHY MOJIy9aT JOCTYI TOJBKO K OJHOMY
TBOEMY PO UIIIO B CETH, a HE KO BCEM;

4. Ecnu TeOs B3nomanu, TO HEOOXOAMMO IMpeaylpelduTh BcCexX
CBOUX 3HAKOMBIX, KOTOpbIe J100aBJIeHbl Y TeOsl B IPY3bsiX, O TOM, 4TO TeOsd
B3JIOMaad M, BO3MOXHO, OT TBOErO MUMEHU OyJeT pacchlIaTbCs CIIAM U

CCBUIKHU Ha (PUIIUHTOBBIC CANUTBI;

. f Ycranosu HanexHbd napodib (PIN) Ha MoOHIIBHBII Teste(oH;
Bs OTkJII04M coXpaHeHue nmapoiist B Opaysepe;
7. He ortkpbiBail ¢ailibl U Apyrue BJIOKEHHS B IMHCbMax Jaxe

CCJIM OHH TIpUILJIM OT TBOUX J:[py3ey”1. qume YTOYHH Yy HUX, OTIIPABJIAIN JIH

oHH TeOe TH (haibl.



